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Shatterproof Secure Scan Design against Scan-
Based Side Channel Attacks
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Abstract— Scan test is a powerful and popular test
technique because it can control and observe the internal
states. However, scan path would be used to discover the
internals of crypto hardware, which presents a significant
security risk of information leakage. An interesting robust
secure scan design technique by inserting inverter and XOR
gates into the internal scan path to complicate the scan
structure has been recently presented. Unfortunately, it still
carries the potential of being attacked through differential
cryptanalysis of the information scanned out from chips.
Therefore, in this paper we propose secure scan architecture,
called SSS design. By using the SSS design into the chip,
testing and accessing scan chains are guaranteed to be
allowed only by an authorized user. The proposed technigque
has a negligible area overhead, has no negative impact on
chip performance and places several levels of security over
the scan chain protecting it from potential attacks. The
modified scan design makes it more difficult to discover the
internal scan architecture.

Keywords— Shatter Proof Secure Scan Flip-Flop (SSSF),
Shatter proof Secure Scan (SSS), Scan Based Side Channel
Attack (SSCA), Scan Flip-Flop (SSF), Robust Secure Scan
Flip-Flop (RSSF)

. INTRODUCTION

CAN based test is a double edged sword. On one hand, it

is a powerful test technique. On the other hand, it is an
equally powerful attack tool. In the modern era, security of
crypto-chips is a major concern. Currently, all communication,
networking, database management systems and financial
application use cryptographic methods. The possibility of
scan-based side-channel attacks adds to an already growing
customer concern of hardware security. Fundamentally, the
problem lies on the inherent contradiction between testability
and security for digital circuits. Hence, there’s a need for an
efficient solution such that both testability and security are
satisfied.Scan chains are one of the most popular methods to
test hardware’s. In this scheme all flip flops (FFs) are
connected in a chain and the state of the FFs can be scanned
out through the chain. Scan testing equips a user with two very
powerful features namely controllability and observability.
Controllability refers to the fact that the user can set the FFs to
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a desired state, while observability refers to the power to
observe the content of the FFs. These two features used as a
means to breach chip security.

Scan test has been widely adopted as a default testing
technique among most VLSI designs, including crypto cores.
Unfortunately, these scan chains might be used as a side
channel to recover the secret keys from the hardware
implementations of cryptographic algorithms, for example
scan-based attacks on Data Encryption Standard(DES),
Advanced Encryption Standard (AES), and Elliptic Curve
Cryptography (ECC) have been illustrated in [2]-[4],
respectively. In general, the existing scan-based side channel
attacks (SSCA) could be viewed as one kind of differential
cryptanalysis by using scan chains of crypto cores. Unlike
other known side channel attacks, SSCA is much easier. It is
because that in SSCA, in addition to the primary outputs of the
crypto cores, a hacker could use scan chain to shift out the
intermediate contents during a cryptographic operation. It was
illustrated in [3] that on average overall only 544 plaintexts
are required to discover the AES key by using SSCA, which
clearly shows the great potential threat of scan-based side
channel attack.

Scan chain based attacks are a kind of side channel attack,
which targets one of the most important features of today’s
hardware - the test circuitry. In cryptography, a side channel
attack is any attack based on information gained from the
physical implementation of a cryptosystem, rather than brute
force or theoretical weaknesses in the algorithms. For
example, power consumption, timing information,
electromagnetic leaks or evensound can provide an extra
source of information which can be exploited to break the
system. The existing scan-based attacks could be viewed as
one kind of differential cryptanalysis, which takes advantages
of scan chains to observe the bit changes between pairs of
chosen plaintexts so as to identify the secret keys.

A robust secure scan (RSS) is proposed in previous paper
is shown in Fig. 1, in which a new kind of scan flip-flop,
called robust secure scan flip-flop (RSSF)[1], is introduced
from a security aspect. The basic idea of the RSS design is to
encrypt the contents in scan chains during scan operation, so
as to reduce the controllability and observability of unintended
users. By including such RSSFs into crypto cores, all the
advantages and simplicity of traditional scan test are
preserved, and the security is significantly improved with
ignorable design and test overhead.
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Fig: 1: RSSF versus traditional SFF. (a) Traditional SFF. (b) RSSF

The RSSF scan structure still has the security threat on
reset based attack, which is because the proposed test method
works like a static scan structure when the CUT is reset. It
might be possible for hackers to discover the scan structure so
as to infer the RSSF positions by iterating the operations as
reset apply plaintext/ scan-in and scan out. To address such a
design/test challenge, this paper proposes a shatterproof secure
scan structure design for crypto cores as a countermeasure
against scan-based attacks to maintain high security without
compromising the testability with ignorable design and test

The rest of this paper is organized as follows. Section Il
presents the proposed Shatterproof Secure Scan Design. In
Section I11, detailed analysis on implementation overhead and
security performance are given. Section IV concludes this

paper.

1. SHATTER PROOF SECURE SCAN DESIGN

Due to the security and testability requirements as
mentioned above, a novel shatterproof secure scan-based test
approach is proposed as a countermeasure against scan-based
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Fig. 2: Proposed SSSF design
A.  SSS Design

The proposed shatterproof secure scan design is used in
two scanning block of a combinational circuit have one SSSF.
Conventional scanning flip flops are used in single block and
it quit easy to identifying the output of the block then hackers
have trace out the internal structure and functions of that block
but in the SSSF it very hard and somewhat impaossible. During
the scanning process basically, all FFs in the design are
replaced with scan type FFs. It makes all FFs in the design
controllable and observable by chaining them together and
shifting test data in and out. Scan type FF contains a MUX to
select either a normal mode data DI or a scan data SI. SE is a
control input. The first step is to put a circuit into a scan mode.
The whole chip is divided into parts (scan chains). Serial data
is applied to the input of every chain and getting shifted
between FFs to the outputs. Every scan chain output is tested
for the proper data coming out.

The basic idea of the proposed SSS design is to encrypt the
contents in scan chains during scan operation, so as to reduce
the controllability and observability of unintended users. By
doing this, it becomes more complicated for hackers to
identify the bit differences between pairs of related plaintexts
when they are encrypted under the same key. One kind of the
proposed SSS design is shown in Fig.2, in which the contents
of two neighboring SFFs [6], [7] are encoded during scan
operation from a security aspect. When compared with the
traditional SFF, an extra inverter and an XOR gate are
introduced in the SSS design. This simple logic could be used
for encryption during scan operations. The additional inverter
and the XOR gate are inserted along the scan path; they do not
affect the timing of the design. Thus in function mode, SSSF
works like a traditional scan flip-flop. Observe that the
proposed shatterproof secure scan flip-flop (SSSF) has
identical pin outs when compared with the traditional scan
flip-flop as shown in Fig.2, and is therefore fully compatible
with industry standard design tools from a design perspective,
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when integrated into current design flows it only requires the
SSSF added into the cell library.
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Fig. 3: Operation of SSSF

An example to illustrate the operations of SSSF is shown
in Fig.3, where the original SFF (SFF3 and SFF4) is replaced
by an SSSF and the scan chain contains eight scan flip-flops.
As a result, during scan in/out, the data that passes SSSF
would be encoded. Thus for hackers, it becomes extremely
complicated to identify the relationship between the captured
response and the scan-out.

The procedure for circuit testing:

1. Set ¢ =1 to switch the circuit to shift register mode

2. Check operation as a shift register by using scan-in

inputs, scan-out output and the clock

3. Set the initial state of the shift register

4. Set ¢ = 0 to return to normal mode

5. Apply test input pattern to the combinational logic

6. Set c=1 to return to shift register mode

7. Shift out the final state while setting the starting state for

the next test

8. Go to step 4.

In order to carry out scan-based attacks on crypto hardware
implementations, one needs to ascertain the internal scan
structure. Using the proposed RSSF design, the task of
determining the scan structure becomes computationally
infeasible. Simply consider that a scan chain has n SFFs and
one SFF is replaced by SSSF, so according to (1) and (2), the
probability to guess the correct structure by an attacker is
1/2"2, which is because the final observable scan-outs depend
not only on the contents in the n SFFs but also on the first
scan-in.

I1. IMPLEMENTATION AND ANALYSIS SECURITY

In this section, security analysis and implementation
overhead are discussed to show the advantages of the
proposed secure test technique over existing methods.

A. Implementation Analysis

One of the reasons to replace the original SFF with the
proposed SSSF is that scan data should be encrypted to
prevent secret leakage so that:

1) The applied test vector from external should not be the
same as the real test vector and

2) The real captured response must be different from the
data that is scanned out and could be observed at external.

The second reason is that, for pairs of responses, the
Hamming distances between the scan-outs should not always
be the same as those between the original responses. In
traditional scan, the Hamming distances for responses and
scan-outs are always the same, which might be used by the
hacker to guess the secret key. It is because due to the
avalanche effect of cryptographic algorithms, by observing the
scan-outs of some specific pairs of plaintexts it becomes
possible to guess the secret key. Consider the case that there is
a scan chain which contains two scan flip-flops (SFF1 and
SFFO0). Assume that the captured responses in these two SFFs
are R1 and RO. Thus in traditional scan structure, R1 and RO
will be shifted out, and the Hamming distances between two
responses could be observed and compared. In traditional
scan, the Hamming distances for responses and scan-outs are
always the same, which might be used by the hacker to guess
the secret key. It is because due to the avalanche effect of
cryptographic algorithms, by observing the scan-outs of some
specific pairs of plaintexts it becomes possible to guess the
secret key

Table I: Observable Hamming Distances between Pairs of
Responses Using Tradition Scan Structure

Response Scan Out
R3 R2 Rl RO|(R3 RZ Rl RO
0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 1
0 0 1 0 0 0 1 0
0 0 1 1 0 0 1 1
0 1 0 0 0 1 0 0
0 1 0 1 0 1 0 1
0 1 1 0 0 1 1 0
0 1 1 1 0 1 1 1
1 0 0 0 1 0 0 0
1 0 0 1 1 0 0 1
1 0 1 0 1 0 1 0
1 0 1 1 1 0 1 1
1 1 0 0 1 1 0 0
1 1 0 1 1 1 0 1
1 1 1 0 1 1 1 0
1 1 1 1 1 1 1 1

The proposed SSSF design could deal with such an issue
to make it more complicate for the hackers to guess the key.
Tables | and Il show the observable Hamming distances
between pairs of responses using the traditional scan and the
proposed SSS structure, respectively, where we assume there
is a scan chain that contains four SFFs and in SSS the last SFF
(SFF1 and SSFO) is replaced by the proposed SSSF.
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Table I1: Observable Hamming Distances between Pairs of
Responses Using The Proposed SSS Structure

Response Scan Out
R3 R2 Rl RO|R3 R2Z Rl RO
0 0 0 0 1 1 1 1
0 0 0 1 1 1 1 0
0 0 1 0 1 1 0 0
0 0 1 1 1 1 0 1
0 1 0 0 1 0 0 0
0 1 0 1 1 0 0 1
0 1 1 0 1 0 1 1
0 1 1 1 1 0 1 0
1 0 0 0 0 0 0 1
1 0 0 1 0 0 0 0
1 0 1 0 0 0 1 0
1 0 1 1 0 0 1 1
1 1 0 0 0 1 1 0
1 1 0 1 0 1 1 1
1 1 1 0 0 1 0 1
1 1 1 1 0 1 0 0
From the two tables, it could be observed that the

Hamming distances of 80 out of 136 pairs are changed, and
for the unchanged 56 pairs the positions of different bits are
changed in 29 pairs. In other words, there are only 27 pairs in
which the Hamming distances and the different bit positions
are the same as those using the traditional scan structure. It
should be mentioned that in this work the basic idea of SSS is
to encrypt the scan data by considering the relationship of two
neighbouring scan data. In general, two factors should be
considered when designing such an SSSF:

1) It is desired that the resulted Hamming distances should
be unpredictable when compared with those in normal scan
and

2) The implementation of SSSF should not induce any test
problems.

B.  Security Analysis

Due to the avalanche effect of cryptographic algorithms,
there exist two kinds of scan-based differential cryptanalysis,
called as constant based (CBA) [5] and fixed-hamming-
distance-based attack (FHDA) [2]. Here let us use AES as an
example cryptographic algorithm to explain these two kinds of
attacks.

CBA takes advantages of the fact that in encryption
process, the contents of some special registers are independent
on the inputted plaintext. For example, the round registers in
AES, without special protection, for each normal inputs, in the
first cycle they would be 0001, and then 0010, _ _ _, 1010. By
using several different plaintext inputs and scanning out the
contents at different times of the cryptographic operation,
these registers could be easily identified. Then by setting the
registers as 1010 (i.e., to indicate the round cycle is 10, the last
round for 128-bitAES), which is because in AES the mix-
column operation is bypassed in the last round, it became
much easier to discover the secret keys. Such a kind of attack
is called constant-based attack. FHDA is another kind of scan-
based attack by counting the number of bit changes on
relevant plaintexts so as to discover the secret key, and refer to
for more details on FHDA.

In the following, the security robustness of our method
will be analysed and show how the proposed design can

protect crypto cores from the known scan-based side channel
attacks: CBA and FHDA.

i.  Constant-Based Attack

Constant-based attack takes advantages of the fact that in
encryption process, the contents of some flip-flops are always
the same in some specified cycles for different plaintext
inputs. In traditional scan, by using several different plaintext
inputs and scanning out the contents at different times of the
cryptographic operation, these registers called constant flip-
flops (CFFs) in our work could be easily identified. Then by
setting these CFFs to specific state through scan operation, the
complexity of secret key identification might be reduced to a
low level. When using the proposed SSS, it can be easily
configured that once the intermediate data of CFFs passing the
replaced SSSFs, they would be encrypted and this makes it
extremely difficult to identify the positions of CFFs in the
scan chain from external. In addition, because the proposed
SSSFs deals with the scan-in and scan-out as well, it is also
difficult for hackers to set the CFFs to desired states with no
detailed knowledge of the scan structure implementation.
Therefore, it is obvious that the proposed SSS could be an
effective countermeasure of such constant-based attacks.

ii.  Fixed-Hamming-Distance-Based Attack

In FHDA, usually several pairs of relevant plaintexts are
applied and then for each pair the number of different bits in
the round output is counted. Here let us use the FHDA
procedure introduced in to illustrate the robustness of our SSS
structure in AES. In our work, first we rerun the FHDA on an
AES [3] implementation, and confirmed that when the
Hamming distance between the round results is 9, 12, 23, or
24, the corresponding occurring frequency is one, which could
be used to uniquely determine the round key. Next we simply
group the registers together in the scan chain for each block,
replace the last SFF in the scan chain with SSSF, and then
conduct FHDA. In the third step, we replace two SFFs with
SSSFs, and run the attack again. Furthermore the occurring
frequency for each Hamming distance in the above mentioned
three cases is calculated and plotted. By observing the results,
it could be seen that the number of combinations that might be
used to uniquely determine the pair of plaintexts is reduced
from 4 to 1 and O for the two SSS implementations
respectively.

V. RESULTS AND DISCUSSION

As for security, secure scan requires the redesign of the
function/test mode control unit, thus it could limit the CUT to
be switched from functional mode to test mode [9]. To run in
scan test mode, all the internal registers should be reset and
instead of the secret key a mirror key is loaded for scan test.
However, it is not applicable in case that the secret key is
hardware wired or stored in the secure memory and the reset
operation cannot clear and should not clear them.

For design and test issues, secure scan does not support at-
speed online testing due to the reset and key-reload operations,
and would incur large area overhead (around 10% as indicated
in) that is because additional registers, called mirror key
registers (MKR) [8], are inserted to isolate any critical data
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from entering the scan chain when in test mode. Both the
proposed SSS design and the flipped-scan can support at-
speed testing. In our work, no negative effect on fault
coverage, test patterns and ATPG time is observed. Due to the
total number of insertion is quite flexible depending on the
required security margin, and according to our experience
typically the required insertion (K) is at least less than half of
the total number of SFFs (n), which clearly shows that the
proposed SSS design provides a low cost but flexible secure
test solution for cryptocores, and also removes the back-loop
problem of XOR-chain for better testability.

As for security, secure scan requires the redesign of the
function/test mode control unit, thus it could limit the CUT to
be switched from functional mode to test mode. To run in scan
test mode, all the internal registers should be reset and instead
of the secret key a mirror key is loaded for scan test. However,
it is not applicable in case that the secret key is hardware
wired or stored in the secure memory and the reset operation
cannot clear and should not clear them. For flipped-scan, it
still has the security threat on FHDA because the Hamming
distance between the observable scan-outs and the real
response is fixed. To run in scan test mode, all the internal
registers should be reset and instead of the secret key a mirror
key is loaded for scan test.

V. SIMULATED OuTPUT OF VHDL CODING

The output taken from an example,Fig.4 shows the
outputof proposed scanning stricture SSSF is used to scan a
4bit full adder. In normal mode get the actual result and in the
scanning mode we can get encrypted output.
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Fig. 5: VHDL output of SSSF using 4bit full adde

The objectives of this proposed architecture to design
Shatterproof Secure Scan Design countermeasure Against
Scan-Based Differential Cryptanalysis for compatible with the
state-of-the-art design flow. The output waveform of SSSF
Scan is shown in fig4 and here the security is significantly
improved with ignorable design and test overhead.

VI. CONCLUSION

In this paper, a new shatterproof secure scan technique is
introduced as an effective countermeasure against scan-based

differential cryptanalysis. Thus to develop secure test
techniques for these crypto cores becomes an emergent task so
as to guarantee the security as well as the quality. In the
literature, some interesting secure test methods have been
proposed to protect crypto cores against SSCA. A function/test
mode control method was proposed in which the basic idea is
to limit the crypto cores being switched between normal
function mode and scan test mode. However it is not
applicable in case that the secret key is hardware wired or
stored in the secure memory and the reset operation cannot
clear and should not clear them.

The proposed scheme can be used to protect the
intellectual property of a chip, which is easily compromised
using conventional scan chains. The security of the flipped
scan chain against scan-based attacks depends on the fact that
the attacker is unable to ascertain the structure of the scan
chain due to the presence of inverters in the chain. Moreover,
it doesn‘t support at-speed online testing, and incurs large area
overhead. It could be fully compatible with the state-of-the-art
design flow and all the advantages and simplicity of traditional
scan test are preserved, therefore it is desirable in modern
crypto designs as a secure test solution with ignorable
design/test overhead.
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